. N
W oW W RECONSTRUCTER.ORG

New advances in Ms Office
malware analysis

Frank Boldewin
Hack.Lu 2009




§ wivw ReionsTRuCTER ORG

Agenda

Introduction to MS Office exploitation
Some MS Office exploits since 2006
Short introduction to the OLESS format

Example of a malicious MS Office document
structure

Typical MS Office Shellcode behavior

Status Quo to MS Office document analysis
Introduction to OfficeMalScanner




- ww"ﬁ;ﬁ's?éemﬂﬂﬁTﬁﬂm

Introduction to MS Office exploitation

MS Office commonly exploited since
2006

Existing exploits in the wild exploit

unexceptional the older OLESS file
format.

Currently no known bugs in the newer
XML based MS Office format.
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Some MS Office exploits since 2006

CVE-2006-0009 Powerpoint MS06-012 (March 2006)
CVE-2006-0022 Powerpoint MS06-028 (June 2006)
CVE-2006-2492 Word MS06-027 (June 2006)
CVE-2006-3434 Powerpoint MS06-062 (October 2006)
CVE-2006-3590 Powerpoint MS06-048 (August 2006)
CVE-2006-4534 Word MS06-060 (October 2006)
CVE-2006-4694 Powerpoint MS06-058 (October 2006)
CVE-2006-5994 Word MS07-014 (February 2007)
CVE-2006-6456 Word MS07-014 (February 2007)
CVE-2007-0515 Word MS07-014 (February 2007)
CVE-2007-0671 Excel MS07-015 (February 2007)
CVE-2007-0870 Word MS07-024 (May 2007)
CVE-2008-0081 Excel MS08-014 (March 2008)
CVE-2008-4841 Word MS09-010 (April 2009)
CVE-2009-0238 Excel MS09-009 (April 2009)
CVE-2009-0556 Powerpoint MS09-017 (May 2009)
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Short introduction to the OLESS format

OLESS Header
FAT FS
SectorNumbers
OLESS directory entries
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Short introduction to the OLESS format

Depending on the application streams
may contain

Macros
Graphics
Tables
Sounds
Animations
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Short introduction to the OLESS format

Parsing can be done using the Win32
COM API

StgOpenStorage()
IStorage methods
IStream methods




Example of a malicious MS Office document structure

OLESS HEADER
RECORDS
SHELLCODE
EXECUTABLE

(often encrypted)

HARMLESS DOCUMENT
(e.g. as embedded OLE)

SUMMARY INFORMATION
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Typical MS Office Shellcode behavior

When a bug in a MS Office application
gets triggered...

Shellcode executes

Finds itself by open file handles
enumeration and file size checking

SetFilePointer to encrypted PE-
File(s), decrypt, drop and execute

Drop harmless embedded MS Office
document and start to look innocent
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Status Quo to MS Office document analysis

Not much public information about
MS-Office malware analysis available

Microsoft Office Binary File Format
Specification (since Feb. 2008)

Bruce Dang's talk ,,Methods for
Understanding Targeted Attacks with
Office Documents”
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Available tools for Ms Office analysis

DFView (oldschool Microsoft OLE
structure viewer)

Officecat (signature based CLI utility)

FlexHex Editor (OLE compound
viewer)

OffVis - (Office binary file format
visualization tool)
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OffVis in action

OffVis: apptom_c.mal

File Edit “iew Tools Help

UCTER.ORG

Parzer: ICases.dII : PowerPoint9y_ 20038 inaryFormatD etectionLogic[CWVE -2007-0671, Ty - I Parse |

_ =] x|
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Introduction to the
“OfficeMalScanner” suite
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OfficeMalScanner features

OfficeMalScanner is a forensic tool for analysts to
find malicious traces in MS Office documents.

Features:
SCAN
BRUTE
DEBUG
INFO
INFLATE
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SCAN mode (Shellcode scanner)

GetEIP (4 Methods)

CALL NEXT

JMP [OXEB] 1ST
POP reg
CALL 2ND

JMP [OXE9] 1ST
POP reg
CALL 2ND

FSTENV [esp-0ch]
POP reg
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SCAN mode (Shellcode scanner)

Find Kernel32 base (3 methods)
MOV reg, DWORD PTR FS:[30h]

XOR reg_a,reg_a
MOV reg_a(low-byte), 30h
MOV reg_b, fs:[reg_a]

PUSH 30h
POP reg_a
MOV reg_b, FS:[reg_a]

Find structured exception handling
MOV reg, DWORD PTR FS:[00h]
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SCAN mode (Shellcode scanner)

API Hashing

LOOP: LODSB
TEST al, al
Jz short OK
ROR EDI, ODh (or 07h)
ADD EDI, EAX
JMP short LOOP
CMP EDI], ...

Indirect function call

PUSH DWORD PTR [EBP+val]
CALL[EBP+val]
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SCAN mode (Shellcode scanner)

Suspicious strings
UriDownloadToFile
GetTempPath
GetWindowsDirectory
GetSystembDirectory
WinExec
ShellExecute
IsBadReadPtr
IsBadWritePtr
CreateFile
CloseHandle
ReadFile
WriteFile
SetFilePointer
VirtualAlloc
GetProcAddr
LoadLibrary
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SCAN mode (Shellcode scanner)

Easy decryption trick

LODS(x)
XOR or ADD or SUB or ROL or ROR
STOS(x)

Embedded OLE Data (unencrypted)
Signature: \xDO\xCF\x11\xEO\xA1\xB1l\xla\xE1l
Gets dumped to disk
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SCAN mode (Shellcode scanner)

Function Prolog

PUSH EBP
MOV EBP, ESP
SUB ESP, <value> or ADD ESP, <value>

PE-File Signature (unencrypted)

Offset 0x0 == MZ
Offset Ox3c == e_Ilfanew
Offset e_Ifanew == PE

Found PE-files are dumped to disk
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SCAN mode in action

L1
L[]
L[]
L1

C+=]1 Scanning now. ..

SCANM mode =selected

Opening file apptom_c.mal
Filesize is 968192 <(PAxectHtBfl>» Bytes
Mz OfFfice OLEZ Compound Format document detected

FE:=2L[380h]1l <{Method 1> signature found at
(API—Haszhing signature found at offset:

PUSH
(PUSH
PUSH
(PUSH
PUSH
(PUSH
PUSH
(PUSH
PUSH
(PUSH

DWORDL 1-.CALLL 1
DWORDL 1~.CALLL 1
DWORDEL 1-.CALLL 1
DUORDL 1-CALLL 1
DWORDL 1-CALLL 1
DWORDL 1-CALLL 1
DWORDL 1-CALLL 1
DWORDL 1-CALLL 1
DWORDL 1-CALLL 1
DWORDL 1-.CALLL 1

Analysis Ffinished?®

signature
signature
signature
signature
signature
signature
signature
signature
signature
signature

Found
Found
found
fFound
fFound
fFound
Found
fFound
fFound

at
at
at
at
at
at
at
at
at

offset:
Bx52Fhb

offset:
offset:
offset:
offset:
offset:
offset:
offset:
offset:
offset:
offset:

Bx5H6Ge

Bx58ab
Bx513%
Bx518a
Bx51chS
Bxx51d6
Bx525084
Bx5280
Bx52bh
Bx52cd
Bx52cd
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BRUTE mode

Easy XOR + ADD 0x0 - Oxff buffer decryption

After decryption
Embedded OLE check
PE-file signature check

Found files get dumped to disk

Brute—-forcing for encrypted PE- and embedded OLE-files now...
A0R encrypted embedded OLE signature found at offset: Bx1BbBA - encryption KEY: Bx85

Dumping Memory to disk as filename: apptom_c__ EMBEDDED_OLE__ OFFSET=Bx18hBAA__XO0R-KEY=Bx85.hin
A0R encrypted MZ/PE signature found at offszet: Bx5bB@ - encryption KEY: BxB5

Dumping Memory to disk as filename: apptom_c__ PEFILE_ OFFSET=Bx5bhB@__XO0R-KEY=8Bx85.hin

A0R encrypted MZ/PE signature found at offszet: Bx2670@ — encryption KEY: Bx85

Dumping Memory to disk as filename: apptom_c_ PEFILE__ OFFSET=8x26780__ X0R-KEY=Bx85.hin

A0R encrypted MZ/PE signature found at offset: Bx2eBfc - encryption KEY: Bx85

Dumping Memory to disk as filename: apptom_c_ PEFILE__ OFFSET=Bx2e8fc_ X0R-KEY=Bx85.hin
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DEBUG mode

VCTER.ORG

The Debug mode displays:
Disassembly for detected code
Hexdata for detected strings and PE-files

API-Hashing signature found at offset: Bxche
jz §+0nh

7408
C1CEAD
A3F2
40
EBF1
JBFE

h6EBACAR
8B5A1C
A3DD
8B848 B

ror
add
inc
Jnp
chmp
pop
Jjnz
pop
mov
mov
add
mov
mov
add
moy

esi, BDh

esi, edx

Eax

$-@Dh

edi, esi

esi

$-19h

edx

ehp, ehx

ehx, [edx+24hl
ehx, ehp

cx, [ehx+ecx=2]
ebx, [edx+iChl
ehx, ehp

eax, [ehxtecx»=d]

Z0R encrypted MZ/PE signature found at offset: Bxidied - encryption KEY: Buff

[ PE-File {after decryption) - 256 hytes ]

4d 5a 90 90 @3 0@ 6@ 6@

hi @0 B0 B8 B8 68 68 6a
AR AA B0 B0 BB O 6@ 6@

B @@ B0 B8 A0 A8 6@ 6@

Be 1f ha Pe AA hd BY cd
69 73 20 78 72 of 67 72
74 28 62 65 280 Y2 75 Ge
bd 6f 64 65 2e Ad Bd Ba
B3 hd a2 h@ 47 dc cc el

icd cA c2 ed 46 dc cc el

af c3 cB el 45 dc cc el
47 dc cd ed 63 dc cc el

52 69 63 68 47 dc cc ed
A 4@ AA AP A8 AA A0 AA
oH 45 0@ B8 4c A1 @3 6@
B A8 0@ B0 =0 6@ Bf 61

B4 A0 AR 90 ff ff 0@ 0@
40 B9 AR @A @A 69 B8 6@
AP AP AR A0 PO AP PR BA
B8 A0 AR 90 -0 B0 BA OA
21 h8 A1 4c cd 21 54 68
61 6d 28 63 61 Ge Ge bf
28 69 te 20 44 4f 53 28
24 AP AR A0 PO AP PR BA
47 dc cc ed 47 dc cc el
af ¢ cb ed 4c dc cc el
25 c3 df el 48 dc cc el
af c3 c7 ed 43 dc cc el
B8 A8 AR AA @A B0 AR AA
B9 B8 AR BA @A A0 BB @A
fe 62 8d 4] 99 60 B8 6@
#h 1 A6 B0 @A 20 OB 6@

Illlllll!llLl!Th
is program canno
t he run in DO§
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Malicious index rating

The malicious index rating can be used for automated
analysis as threshold.

Every suspicious trace increases the malicious index
counter depending on its hazard potential.

Index scoring
Executables
Code
STRINGS
OLE
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INFO mode

The INFO mode dumps OLE structures, offsets, length
and saves found VB-Macro code to disk

ATahle [TYPE: Stream — OFFSET: @Bx1480 — LEN: 487961
[Macros [TYPE: Storagel
UBA [TYPE: Storagel
dir [TYPE: Stream — OFFSET: Bx462cHl — LEN: 5881
ThizDocument [TYPE: Stream — OFFSET: Bx5cBB — LEN: 2624061
_UBA_PROJECT [TYPE: Stream — OFFSET: 8x458688 — LEM: 27431
PROJECT [TYPE: Stream — OFFSET: Ax46588 — LEWM: 3781
PROJECT vim [TYPE: Stream — OFFSET: Bx4683c — LEM: 411
CompOhj [TYPE: Stream — OFFSET: Bx46688 — LEM: 1861
WordDocument [TYPE: Stream — OFFSET: Bx2800 — LEM: 41421
EummaryInformation [TYPE: Stream — OFFSET: Bx2408 — LEH: 44761
DocumentSummaryInformation [T¥YPE: Stream — OFFSET: Bx2488 — LEN: 408761

UB—MACRO CODE WAS FOUND INSIDE THIS FILE?
The decompressed Macro code was stored here:

> ¥:u0fficeMal~6572D0424CCDASEBABYFFASESEABFBYF . DOC—Macros
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INFLATE mode

Decompresses Ms Office 2007 documents,
into a temp dir and marks potentially
malicious files.

Documents with macros included (docm,
pptm and xilsm) contain .bin files, usually
vbaproject.bin (Old MSOffice format)

Such files could host malicious macro code
and can extracted using the
OfficeMalScanner INFO mode.
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INFLATE mode - Usage STEP 1

C-~>officemalscanner tibet-ﬁﬁtm inf late

[+]1] IMNFLATE mode =selected

[+*]1 Opening file tibet._.pptm

[#*#]1 Filesize is 186731 <WUx2d7?6b> BHutes

[#*#]1 Microsoft OfFfice Open HML Format document detected.

Found 38 files in this archive

[Content_Types 1.xml 3281 PBuytes at Offszset HxBE0E0EHEEAEA

_rels_.rels 738 Bytes at Offset BxB00HE116

ppt-reslidess_r»rels-s=lidel_xml.rels 311 Bytes at Offset OxB80808877c
ppt._rels-presentation.xml._.rels 16898 Byutes at Offszet BAx00808887h
ppt-spresentation.xml 3228 Buyutes at Offset BxB0888af b

ppt-slidessslidel cxxml 13¥W6 Bytes at Offset BxB08088A7H
pptslideLavouts._rels.slideLavouth.xml.rels 311 Bytes at Offset BAxA0008F fc
ppt.zslideLavouts. _relszslideLavoutd_»xml_rels 311 Bytes at Offset BxB0001104
ppt-sslideLavouts. relsslideLavoutiB_xml.rels 311 Buytes at Offset @xB0EA128c
ppt-szlideLavyouts._rels-slidelLayoutlil _xml.rels at Offset BxAEAEA13I15
ppt-slideLavyouts._rels-slidelLavout? _xml._.rels at Offset OxBHOHHA1L1]1e
ppt-zlideMasterss _rels-slideMasterd . xxml_.rels at Offset BxAEAEALLS26
ppt-slideLavouts.,_rels-zslideLavoutl .xml._.rels 311 at Offset AxB00A168Ee
ppt-slideLavouts.,_rels-zslideLavout2 _xml._.rels at Offset AxB0001776
pptsslideLavouts.s_rels.slideLavoutI.>xml.rels at Offset AxBAAA18%e
pptslideLavouts._rels.slideLavoutd.>xml.rels at Offset BxA0001%a6
pptslideLavouts._rels.slideLavout?.>xml.rels at Offset BAxB0001aae
ppt-slideLavouts.slideLavoutil _»xml 3116 Bytes at OFfset @xB0801LbL6
pptsslideLavoutssslideLavoutliB@oxml 2898 Bytes at Offset @xA00A1Lfc?
pptosslideLavountssslideLavoutd oxml 4311 Bytes at Offset BAxB0A0A8Z38d4
pptslideLavoutssslideLavout2 o xml 2838 Bytes at Offset BxBAAA0Z2871
pptslideLavoutssslideLavoutl xml 4236 Bytes at OfFfset BAxBAAAZcla
pptslideMasterssslideMasterd . xml 12123 Bytes at Offset @BxAAAA3ALDL
pptszslideLavoutssslideLavyoutd_»xml Offset BxE00038bhba
pptsslideLavoutssslideLavyoutS _xml Of fset HBxEA00034279
pptszlideLavoutssslideLavyouts _xml OfF fset BxE0080042F1
pptszslideLavoutssslideLavyout? _xml OfFfset BxE0800461F
ppt-slideLavouts.sslideLavoutd . xml Of f=et BxB0H004191°7
ppt-slideLavoutssslideLavout? . xml at HBxEBaad1e 6 a
ppt-slideLavouts._rels-slidelavout:._xml._.rels at Offset OxBH0HH5 3P
ppt-theme-themel .>xml 7AR? Butes at Offzet Ax0080854851

ppt-suvbaProject._.bin 26888080 Butes at Offzet BxB08085h3?

docPropsthumbnail. jpeg 512 Butes at Offset BAxB0A2HALS5S

pptspresProps cxml at Offset BxAAAZ2c48a

ppt-stablefStyles .xxml 2 at Offzset BxBA02c563

pptSviewProps .xml 840 Bytes at Offset AxBAZ2c6G4@

docProps.app.-xml 1126 Buytes at OfFfzset AxAAA2c7/FS

docProps.core .xml 660 Byutes at Offset BxAAA2ch3?

Content was decompressed to C:sTemp DecompressedMs0fficeDocument -

Found at least 1 ""_bin'" file in the MEOffice document container.
Try to scan it manually with SCAM+BRUTE and INFO mode .
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INFLATE mode - Usage STEP 2

G~ TEMP~DecompressedMsOf f iceDocumentsppt>of f icemalscanner vhaProject.bin info

[#] IMNFO mode szelected

[#]1 Opening file vhaProject.hin

[#] Filesize is 2688608 (Bx41a88) Bytes

[#] Ms Office OLE2 Compound Format document detected

UBA [TYPE: Storagel
| dir [TYPE: Stream — OFFSET: Bx880 — LEN: 4571
Modull [TYPE: Stream — OFFSET: Bx1288 - LEN: 2683731
_UBA_PROJECT [TYPE: Stream — OFFSET: Bx40eBB - LEM: 23711
[PROJECT [TYPE: Stream — OFFSET: Bx41788 — LEN: 3411

PROJECT wm [TYPE: Stream — OFFSET: Bx98d - LEN: 23]
UB-MACRO CODE WAS FOUND INSIDE THIS FILE!

The decompressed Macro code was stored here:

» C:s\TEMP~DecompressedMsOff iceDocument~ppt~UBAPROJECT . BIN-Macros




MalHost-Setup
A shellcode runtime environment
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MalHost-Setup - Typical shellcode requirements illustrated

0088585 LoopUntilValidFileHandleFound: ; CODE XREF: CurrentEIPLocated+46)j
HO805 B8RS ; CurrentEIPLocated+uD]j

A0aas eas add dword ptr [ebp+36h], 4

AaBASBAY push ] ; 1pFileSizeHigh

a0aasene push dword ptr [ebp+20h] ; hFile

a8aes aaE call [ebp+KERHEL32 .GetFileSize]

0885881 cmp eax, BFFFFFFFFh ; invalid handle

006808504 jz short LoopUntilValidFileHandleFound

00680850886 cmp eax, ; check filesize = 968.192 bytes
A0085 BBB jnz short Luupunt11U311dF119HandleFuund

AAAA5 BBD mou edi, esi

00485 8Bk push edi : 1pBuffer

gapesacy push : NBufferLength

Aaa@ns acs call [ebp+KERNEL32 .GetTempPathf]

ABAAS ACE ®or eax, eax

A8ans ach

AdaasacA loc_50CA: ; CODE XREF: CurrentEIPLocated+61}j
ABARL ACA i eax

A0aas ace byte ptr [edi+eax], 8

aoaasack ] short loc_5B8CA ; Get TempPath length

@085 a0 [ebp+iBh], eax ; Store TempPath length

ABAAs5 ADY C3 56 43 dword ptr [edi+eax], ‘CUSY'

Aaaes ape 48 4F 53 54 dword ptr [edi+eax+4], 'TSOH®

A08aes5 AE3 2E 45 5B 45 dword ptr [edi+eax+8], 'EXE.’

@0885 BER ag byte ptr [Eh1+eax+ﬂﬂh], ; Add SUCHOST.EXEMNG to TempPath
AaeeseF g hTemplateFile

aa0as arF 2 ; dwFlagsAndAttributes

000085 0F 4 ; duCreationDisposition

00885 BF 6 ; 1pSecurityfttributes

ABa0s AFe ; dusharetiode
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MalHost-Setup - Finding the shellcode-start with DisView

Co~>DisUiew s~ OFFiceMal-apptom_c -ppt @x588684
Filesdiz=e i=s 2681292 <JBxecocB@Bd?> Butes

HAAESHA4 - 81 EC2Z2801 9888
AAAASABANn = 8BFC

83C/a4
CAa/r3274918aC

sub esp. AOABAELZEAK
mov edi,. esp

add edi,. 000RARA1L
mov [edil. ACP?17432h

&
i}
i}
i}
i
i
i
!

HEaaHs 8
HaaEsS a
HAAAAES A
HEaHULs A
HEaAHs a8
HEaHULS e
HaaHsS a8
HAAAsS Aac
HEaaas ac

HEEDDIDD DO SRR E0 I ] I AL A WL WM
NETNgE AR AR OANGEDONTODIOWNEHAED AN EATR YRR D WA

CA1/A48E1L 3@AnAc
CA4/A832E27DE 3
Cr47ACEFF21 861
CA4 1A 3IIZ2E4A? 4
CA4/71 4AAT3I2E47 4
CA1 1843 BEACDE
CA4 1 CB2360@AF1 3
CAA2HC48 D1 F74
CA472451 2FAZ281
CA47285766ADFF
CAA2C2 BB B BES
CA473INEDAFFFE-
ETB3IAZ00808
54A1 380808890808
8B4880C

S8B/891C

AD

S8BcE808

8BF/

&AUD

5T

EBES 4020088
EZ2F2

S8BEE

8B45383

824554

81 ECO846960808
8BF4

83CoBa4

33CcAa

824530

8B/D5SC
234530908941

&AEa

FE/538

FF5584

82F8FF

T4EF
FDHACHEBERA
YSEB

SBFE

L

& BHHA1 A
FF5588

Ty L
TN L
o L
Ty L
TN LR
Ty L
Ty L
Ty L
Ty L
T L
Ty L
Ty L

Cedi+B@1h1.
[edi+@8h1.-
Cedi+AChI1.
[edi+18hl.
[ledi+d<dhl.
[edi+18hl1.
Cedi+1Chl.-
[edi+ZBhl ..
[edi+Z4hl..
Cedi+28h1.
Ledi+2Chl.
Cedi+38h1 .-

ACHA13I8Eh
83VDE2372h
6118BF28Fh
4E43223
4E432A7h
DEACEBE4A3 h
138F36H8B2h
TA1F8DGC1h
B1lAZ2FS1h
FFADLHES Y
ES8BE8/?EBh
B4FFAFEDh

Jmp S+A8080A2H8 I
mov eax,. fs-L[3ARh]
mov eax, [(eax+AChI
mov esi,. [eax+1Chl
lodsd

mouv ebp, [eax+A8hl
mouv esi,. eddi

push HHAHREADRI
DOoOD Eecix

call $+A0000Z259h
loop S$—EAS5h

mouwv ebp,. esdi

mo
o
=uh
o
add
0
o
mo
add

ean .
Cebp+5@Ah1.
esp.
esd.
esdi,.

[ == R [ == B o

[ehp+32B8hl.
[ebp+5Ch ]
[ebp+368hl,

edi .

[ehp+3ah]

o

aaa8ae488h
sy
ololniolioloiok: 5y

B o

GIGIGISIGIGIGE: Y o

push OHAGBEAEI
push [ebp+3d@hl
call [ebp+@H4hl

cmp eax, FFFFFFFFh
Jd= S$—8AFh

cmp eax,. BEOAECGEHEONW
Jn=z S—16h

mov edi.
push edi
push A1 AL
call [ebp+EA8hl

esdi
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MalHost-Setup - Help screen

C:s>Malhost-Setup

MalHost-Setup {inputfile> {outputfile <offset of EP to shellcode in hex> {wait>

The option <wait> means an execution halt (BxEB BxFE patch? at shellcode start.
Useful if you want to attach a debugger for tracing the shellcode execution.
After attaching the debugger vou need to repatch the original hytes.

The original hytes and the shellcode startaddr will appear on the console.

Examples:
MalHost—Setup evil.ppt MalHost—evil_ppt.exe BxiBS4e
MalHost—Setup evil.ppt MalHost—evil_ppt.exe BxiB54e wait
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MalHost-Setup - Configuration (unattended mode)

C:w>Malhost—Setup yisOfficeMalsapptom_c.ppt outfile.exe Hx5804

Opening file y:s0fficeMal“sapptom_c.ppt
Filesize 1is 2768172 (AxecbBf>» Bytes
Creating Malhost file now...

Uriting 1829632 bytes
Done?t
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MalHost-Setup - Configuration - (debug mode)

C:sMalhost—Setup y:s0fficeMalsapptom_c.ppt outfile.exe BxHBB4 wait

WAIT option chosen

Opening file y:\OfficeMal“apptom_c.ppt

Filesize iz 968192 (BxecoBB) Bytes

Original bytes [Bx81 Bxec] at offset Bx5HBH4

Original bytes are patched for debugging now [Bxebh Bxfel
Creating Malhost file now...

Uriting 1829632 hytes

Done!
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MalHost-Setup — Debugging

G:sroutfile.exe
MalBufferSize: 768192
[#] Writing ?68192 hytes

[#] Tempfile opened : C:i:sTempssdroppedmal
[#] Executing shellcode at offset: HxGHA4

_ |0 x|

| [€]

Ready

Address

|HEH dump

|D15assembly

=|0] x|
ME

JJJ JJ Hﬂ JJﬂ ﬂ JJJJJJJJJJJﬂJ

Reaisters [(FPU)

Select process to attac

—|o/x]

Process |Hame

|windou

| Fath ~

TPOSDSUC
E2EJMHAP
TpShocks
ryndl 132
TPOWSCR
SunTPLPr
SunTPEnh
LPMGR
Unkare—tray
hatiray
SucGy iHLpr
Rcrotray

schedu ler_prody
MOM

ctfmon
SAFES
oytfile
SAFESR
cid

tphkmar

EzEjiMnApHMainllin

Default IME

PwrtgrBkGndl indow

tpvolbar

Touchpad driver helper wing
Syn coom Window
LPHanagerllindow

UMware Tray Application
UMware ACE Host Metwork Acs

RorobatTrawIcon
MET-BroadcastEventllindow.
CicerolIlindFrame
Steganos Safe 8

UIFramework
Eingabeaufforderung - outf

C:~ProgrammesLenoua,
C: ~PROGRA” 1~Th inkPac
CoMIMNT sy stem3a~TE
CoMIMNT sy stem32sruy
C:~ProgrammesLenouwo
C:~ProgrammesSynapt |
Ci~Programme~Sunapt i
C:~PROGRA" 1~ THIMKL" 1
C:~ProgrammeUMware
C:~ProgrammeUMware
C:~PrograrmmeTh inkPz
C:~ProgrammesHdobe™F
C:~ProgrammesGemeing
1CesProgramme~ATI Tec
CisWINNT~sustem32~ct
C:~Programme~Steganc
Ciwoutfile.ene —
C:~ProgrammeSteganc
Lo sWIMNT sy st em3ascr

Cancel

r‘“




C:~>outfile.exe

MalBufferSi=ze: 968192

[#]1 Writing 768192 bytes

[=*]1 Tempfile opened = C:“Temp“~“droppedmal
[+*] Executing shellcode at offset:- Bx58084

=1ol x|
IEIEY

=]
[ |[Poused [ @4l %] |1 ﬁJ JJﬂ =i HﬂJJJﬂﬂﬂﬂﬂJJJ =

Hddress

dit code at D09F5C

|Dlsassembly

Begisters LFPL

ASCI [

UHICODE |

HEx +02 [81 EC

[ Eeep size

o]

Cancel

<

2S32E43d
AZ22E494
423BERCDE
EzZZEEF1=
C4201F 74
E1z2FAzE1
SreaBDFFE
SBSVSBES
28 EDAFFFE4
sleda sl o]
&d: Al Saoaeoaa
SE4@ ac
SEYE 1C

AD
SBESS 8o
SEFT
&H an
=]
ES S4@zoaan
Ez2 F3
=15
=1s]
HEBIEEEA
a4

=@
0O EC

SHORT BE9FSoz4

BYTE PTR DS: L[ECH]

EYTE FTR DS:[ERX]
1.ESFP

oL
LSDS DWORD FTR DS: [ES

.\ EEF, DWORD FTR
ESI,EDI

CH
CALL @@

ni=H

SFSZFC
thPD SHORT BE9FSEAS

Ll EEF,ES1
ERX, OWORD
DWORD FTR

PTR S5z
S5: [EEBF

S5: [EEF
O FTR_SS:

-

Address |HeH durp

| AscIT
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OfficeMalScanner Suite
Download

http://www.reconstructer.org/code/OfficeMalScanner.zip




Questions?

Thanks for brainstorming and beta-testing fly to:

Elia Florio
Bruce Dang
Michael Hale Ligh
Carsten Willems




